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MEMORANDUM FOR: Freedom of Information and Privacy Acts Officers

SUBJECT : Definition of Records to be Considered as Pertaining
to Individuals Under Privacy Act Requests g

1. Requests for all information should require consideration of that
information which evidences Central Intelligence Agency interest in requester.

2. Much information discovered during searches is not in fact informa-
" tion about individuals as contemplated by the Privacy Act, but rather is an
incidental reference to the subject requester which is contained in a record
pertaining to another subject and should not be considered a document respon-—
sive to the reguest.

3, The comprehensive Central Intelligence Agency cross-index sysfems .
appear to account for these incidental references appearing during record
searches. However, it should be stressed that references turned up as a
result of such searches are not 1nvarlab1y to be considered 1nformat10n per-—
talnlng to the individual, '

4. Examples of incidental references not to be considered as informa-
tion coming under the purview of the Freedom of Information Act are as follows:

a. A reportthat A met B in front of a theatre playing a movie
starring actress C. The fact that C's name is cross-indexed
in a manner that makes it retrievable does not mean that
this bit of information "pertains” to that individual as
defined by the Privacy Act,

b. An index card which contains the name of an individual
but does not contain any substantive data othexr than file
references is not to be considered information "pertaining”
to an individual under the Privacy Act.
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SUBJECT: Definition of Records to be Coasidered a5 Pertaining to Individuals
~Under Privacy Act Requests

.- ™
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5 November 1975

MEMORANDUM FOR: Privacy Act Systems Managers

SUBJECT ~ : Guidance on the Privacy Act

1. Drawing on our FOIA experience, we recognize the need for .
processing requests submitted under the Privacy Act. 1In the early
going, we anticipate that a number of problems may surface that
could have a bearing on several offices. We are, therefore, ini-
tiating a procedure to disseminate advisory papers, legal interpre-
tations of the Act's provisions prepared by the Office of General
Counsel, and information concerning decisions taken by the
Information Review Committee that focus on the Privacy Act. In
addition, as the situation warrants, we plan to use this procedure
to prov1de timely gu1dance on the Freedom of Information Act.

2. Attached is the first of these papers which compiles
exemptions authorized by the Director under the Privacy Act. to
protect information from unauthorized disclosure. This informa- o
tion is covered in the Agency rules published in the Federal UL
Register on 28 August 1975 and in the Headquarters Noﬁ_ - STATINTL =
dated 26 September 1975. The exemptions listed in the attachment : '
cite the specific provisions of the Act to assist offices in their
review of records requested pursuant to the Privacy Act.

 STATI

for

?z%;y,~neputy Director
Administration

Attadhment: a/s
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- SUBJECT: Guidance on the Privacy Act
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“Administrative Officer '
General Counsel

. Legislative Counsel
Inspector General
Chief, Management Staff
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Chief, Collection Guidance and Assessments Staff
D1rector, Central Reference Service
Director, Geographic and Cartographic Research

-~ Director of Economic Research
- - Career Management Officer

Chief, Information and Privacy Staff
D1rector of Communications

. Director of Finance

.. Director of Joint Computer Support

Director of Logistics .
Director of Medical Services

Director of Personnel
Director of Security
Director of Training
Chief, Personnel Officer
D1rector of Technical Service

- Chief, Services Staff .

: Approved For Release 2002/01/30 : CIA-RDP84-00688R000200310009_-2




Approved @ Release 2002/01/30 : cm-mﬂsﬂﬁ@ﬁﬁob%ﬁm0009_-2

PRIVACY ACT GUIDANCE MEMORANDUM NO. 1

SUBJECT: CIA Privacy Act Exemptions

The Privacy Act of 1974 provides two types of exemptions that may
be exercised by the Head of an agency to protect information from unau-
thorized disclosure. Under subsection (j)(1) the Director of Central
Intelligence is authorized to exempt any system of records from certain
provisions of the Act and, under subsection (k) the head of agency may
exempt certain types of material from access and other provisions of
the Act. This paper addresses the exemption authority exercised by
the Director only as it applies to the exemption of information from
the access and not1f1cat1on requirements under the Act.

a; Subsection (j)(1)

"(1) Information and material eXempt from access:
| (a) Polygraph records.

(b) Documents or segregable portions of documents in any.
system of records that consist of, pertain to, or would other-
wise reveal intelligence sources and methods.

(c) Documents or information provided by foreign, Federal,
state or other public agencies or authorities. In those cases
in which a record search reveals documents originated from

. another Federal agency,. the document reference numbers, dates

~and other document identifiers are to be referred to the Infor-
mation and Privacy Staff (IPS) for forwarding to the originating
agency. IPS will notify the requester in its response that
material from another agency was identified and referred to that
agency unless the originating agency advises IPS within a stipu--

~ lated period of time not to notify the requester of the ex1stence
of that agency's document(s).

(d) Disclosure accounting records required by the Pr1vacy
Act that reveal the dissemination of information outside of CIA

(2) Information and material exempt from n0t1f1cat1on.

When a determination is made by a System Manager in
. coordination with the Chief, IPS, that confirmation of the
existence of a record would jeopardize intelligence sources
“and methods, the requester will be advised that there is no
record on him pursuant to the Privacy Act.
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b. Subsect1on (k)

Information and material exempt from access:

= (K)(1) Proper]y classified in accordance w1th Executive
. Order 11652. : ,

- (k)(2) Investigatory material comp11ed for 1aw enforce-
ment purposes by agencies whose principal function falls out-
side the enforcement of criminal laws. An example of material

- 1in this category are records compiled in the course of an

-~ investigation of an alleged or suspected violation of civil

- laws, 1nc1ud1ng violations of agency regulations. If an
individual is denied any right, privilege, or benefit that he ..
would otherwise be eligible for as a result of the maintenance .
of this material, he will be provided such material, except to
the extent that d1sc105ure of the material would reveal the

~ identity of a source who provided the information to the
Government under an express (or, prior to 27 September 1975,

© implied) promise that the identity of the source would be

- held in confidence. :

== (K)(3) Ma1nta1ned in connection w1th prov1d1ng protect1vé_f?fw.
~services to the President of the United States or other 1nd1— S
: V1duals under law. o 1 L e Co e LT s

e (k)(4) Required by statute to be ma1nta1ned and used |
solely for statistical purposes. : -

-- (k)(5) Investigatory material comp11ed soTeTy for the pur-
pose of determ1n1ng suitability, eligibility, or qualifications T
for Federal civilian employment, military service, Federal con-
tracts, or access to classified information, but only to the
extent that the disclosure of such material would reveal the

. identity of a source who furnished information to the Govern- - .
ment under an express (or, prior to 27 September 1975, implied) = - .

. promise that the 1dent1ty of the source would be he]d 1n con-
f1dence o _ o

-~ (k)(6) Test1ng or examination mater1a¥ used so1e1y to g
. determine individual qualifications for appointment or pro-
- motion in the Federal service, but only if disclosure of the
material would compromise the obJect1v1ty or fawrness of the
- testing or examination process. : S

- (k)(7) Evaluation material .used to determ1ne potent1al 2:~-.?"'  
- for promot1on in the armed services. AT

STATI NTL

__ Deputy Director ~ i

- ' Administration - ' R
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REPLY TO

ATTHGE: LSD

cusizer- Guidance on responding to congressional inquiries involving
disclosure of personal information ' i
| 1
|

. Agency Privacy Act Liaisons

The attached memorandum to agency heads supersedes the
draft guidance provided to you earlier this week.
’ 1

|

Walter W. - -Haase .
- Deputy Associate Director
for Information Systems

Attachment ' R o ~,L_j ' ;A_;E

A
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OFFICE OF MANAGEMENT AND BUDGET )

WASHINGTOM. D.C. 203502

7O THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTABLISHMENTS .

SUBJECT: COngrassional‘inquiries which entail access to
parsonal.information subject to the Privacy Act

N\

mhis memorandum - provides 2dditional guidance TO Executive

Departmenis and Agencies oIt responding - to congressional |
ingquiries which involve access to personal. information
subject to the privacy Act af 1974 (5 U.S.C. 552a). - This

guidance has baen coordinated with the congressional
committess with legislative jurisdiction and +the principal
agencies affected. It is intended +to assure that

implementation of the act does not have the unintended
effect of denying individuals the benefit of_congressional
assistance which they request. - : ' '

1t is recommended that each agency establish the folloﬁing

as a- routine use. for all of its systems, consistent with
subsections (a) (7) and (e) (11) of the Act:s - R '

"pDisclosure may be made to a congressional office

from the record of an individual in response tO an

inquiry from the congressional office mada at the
" request of that individual." .

The operation of this routine use will obviate the need for
the written consent of the constituent in every Ccase where
the constituent requests assistance of the Member which
lwould entail a disclosure of information pertaining to the
lconstituent. .

Tn +those cases where the caongressional ingulry indicates
rhat the reguest is being made on behalf of a person other
than the individual whoss record is to be disclosed, the
agency should advise the congressional office that the

written consent of the subject of the record is required.

The agency should not contact <the subject. unless the
congressional office requests it to do s0. :

n addition to the routine use, agencies can, of course,

respond to many congressional requests for . assistance On
behalf of individuals - without disclosing personal
information which would fall within the Privacy Act, €.g., &
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‘congres 1onal 1neu1ry concerning a Y"Salng Social Security

check can be answered by the agency by stat ing th= reason‘

fnr the delay.

Personal information can be disclosed in response to  a
congressional inguiry without wxritten consent or ope ration-

of a routine use-

—— if the information would be required to be disclosed

under the Freedom of Information Act (Subsection (b)(2))-

—~- if the Member requests that the respOﬂae go di:ect y¥"

to the 1nd1v1dual to whom the rmcocd vertains;

'~4' in "compeLllng c1rcumstancea affectlng the realth or
safety of an 1'r:a‘Lﬂ'NJ‘.c'hlal..." (Subsectﬁon (b)(8)); oxr '

—~— to either House of Congreas, or to tha'-extent - of
matter within its jurisdiction, any committea  or
subcommlttee thereof..." (Subsection (b)(9)) -

The routlne use recommended above and dlsulosures thereunder

are, of course subject to the 30 day prlor . notice.
'f:,requlrement : of the - Act : (Subsection -(e)(11)). In - the-
1nter1m, however, it should be p0551nle to respond “to mosk,

inquiries by using the provisions cited in. the plev1ous
paragraph. Furthsrmore, when the congressional - inguiry

indicates that +the reguast is being made on the basis of a .

written request from +the individual to whom the record
pertains, consent can be inferred even if the constituent
letter is not provided to the agancy.

It is urged that all agency personﬂnl who are involved in
responding to congressional inguiries (including all field

offices) be advised of this policy by the most oypmdxtlous

-means avallable (e.g., telephone ox cable) fﬁfﬁ7

Jiam=s T. Lynn
Director
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. DATE
TRANSMITTAL SLIP 8 October 1375

TO: . = x‘
, Director of Personnel
ROOM NO. BUILDING
S5ES6 Hgs
REMARKS:

Please make appropriate distribution
within your Office of the attached
OMB notice on reporting requirements
under the Privacy Act. We will issue
an internal memorandum on this subject
in the near future that will provide !
guidance on in-house procedures re the
preparation of new record system
notices and modifications to existing
record systems. o

STATINTL| _” _

Att

FROM: . - : _ :

Office of DD/A R

"ROOM NO. BUILDING EXTENSION

2E42 Hgs 6027 |

W NO. 5 |
FORINO-DAT  Shiciwaw e usen. ¢
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f)*”FlCF OF MANAGEMEMNT AND BUD(_,‘

Cotober 2, 1975 _ o _ WASHINGTON. DS, 2650

189D

043 Circular No. A-103 Transmittal Memorandum No. L

GENTY Llalson Reprasentatives for Priva:y Act Implemertation

ched for your information is an advance copy of

-Trerqmlttal Memorandizn No-. 1 to OMB LJrC“?ar No. A-108

which establishes the naw system reporting requlrements

- pursuant to Section Jb:a(o) of the Primnﬂy Act.

This Transmittal Moro will be publishad in thevFederal.
Register within the next few days. | o

oy .
~7y.- Zg— < &
/-'Z ‘f/é [ // \,.-A_\:_/t_—_f‘,_c_t______

VWalter W. Haase

Deouty Associate D*T::tor_
Lor InFormagloﬂ Sy stems
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EXECUTIVE OFFICE OF THE PRESICENT

Sy

OFFKHEOF,MANACMMtNTAnL)Buugc?

WASHINGTON, D.C. 20503

2

September 30, 1975 - CYRCULAR #CG. A-108
T S T Transmittal demorandum No. 1

TO THE HEADS OF EXECUTLIVE DELARTMENTS AND =STA uISHthTﬁ

SUBJECT: Responsibilitiss for the maintenance of  records
about individus La Dy Federal agencias

»

1. Purncse, This la mant to OMB Circular A-108 dated

Supp
A R ar o 2= )
July 1, 375 provides guidance to Federal agencies regarding
the preparation and submission of reports of their intention
to estadblish or alter gsystens of personal records as

required by the Privacy Act of 1974 (P.L. 53~ 57q 5 U.5.C.

552a(0)}. These rrocedures supesrsede prelin ry guldancea
on prevaring tha.? cert-on New Systems contain ﬁd LL the . OM2
Privacy Act Guidslines dated July 1, 1975 (Federal Registar,

July 9, 1875, ». 28377).

2. - Reporting recuirements.

a. A Report on New Systems must be su tod whpﬂ.

‘- ) svsten of personal reco*O”isubl 2ct to the
Privacy 3ct 1 Dosed.. A new oystem of racords %ubJQCt o .
. the nzw-system reporting raquirement is one . Ffor which no
public notice consistent with the provisioaz of subsection
(e) (#) iz currently published in the Federal Register.

If a public rotice for any specific system of records - is
withdrawn, suspended, cancelled, or terninatad and
subse JenFly reinstated, the subject system of records shall
be considered a new system and subject +to the new system
repoxting recuirement at such time that it is reinstated.

(2) A change to a system of personal records
sub]eut to the Prmvacv Act is roposed. A new %vutez
1s required for any change to an existing system which meets
any of the following criteria

(No. A-108)
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{a) TIncreass or change the nusbzr cr types of
on whom  raco are maintainzd. . Changes

number - (rather +than the types) of _Jndividuals
recoxds are keo* naad only be racortaed when that
B

infdividuaals
involwvir
about

changa
system-

files ox ot
which can bz
. be reoowrea
i

-+
-2

% J
st s|
et oUr

E)

antly a*cer; -he character and nurnose of the
y .., normai inereases :3in  historical
incrﬂaseb in the numker of recosds in a file-
ributed to normal growth patterns nesd not

Wy O
=2

G 0
=y b4
4o

R

ey i

A change resuiiing from a changa in the scope
~ion covered; &.5., a system whlcn only t::cmeﬂafq

e work force is axpanded to - cover . all,”
requlred To be reported- S - ' '

. (b) -;xoapd ‘ftbe - type ¢ ox “catedgories . of
information maintained. For sxample, if an ewmpioy=e payroll .
file is axpanded to include data on education and.training,

this would bes considered an expansion of tha "type or
categorizs of information” maintained, and wou;d have to be
reported. s s S e

o _ (¢} Alter the manner in which the records are _
 organized or the manner in which the records are indexed . orx -
~‘retrieved 5o as to changs  the nature  or “scope. of.- those- .-

records. oy example, the comblﬁxng of two or more existing

systems or splitting an existing system into two or mOLe'
-7 different svystems such as might occur in a centralization or . -
L. decentrali zatlcn of. o*ganlzzt¢onal resgon51bL?1t¢eq Twould.os
o require 2 port.. LT

(d)  Alter -Mthé-nﬂéurPosps"'?oL " which the

information is used.  For. sxample, a proposal that files
currently used as historical ﬁwlluary service “mvorda_are to
be ‘used ' for making determinations on Ql"q oillity for

disability benefits would reguire a report. A proposal to.
establish or change the "routine uses" of the- system will
not requira the submission of a Report on New System if- such
usge 1is compatible with the pv:p0bﬂ“ For which +he oYath‘lS
maintained; i.e., does not, in effect, create a new purpose.
Any new or changed "routinz use®™ would, howevhﬂ, be subject
to the requirements +to give 30 days prior notice of such

change in the Federal Regi stexr (5 U.5.C. 552afle) (11)).

(2) - Change the equipment configuration (i.e.,
hardware and/or software) on which the system is operated so
as to create the potential for either greater or easier
a s3. For example, the addition of a telecommunications

(No. A-108)
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Sy
HODesx

capability  which counld @ increass th2 risk of unauthorizsd
= *» .

i cou
s would require a report.

b. Content of the Report, The  zgenoy report a0
sroposed new systems, oz proposal o modify exlsting systens

ption, supporting
te o0f <the IJ“LOfV cf Fedaral
3 outlined DQLOJ

snall consist o©of a briaf narrative aesc*t
documentation and an wuodat
narsonal data systers EY

_ '(1) Nar ativa Statement - A  brief statemanz,
normally not to exceed foux pages in langrth, which:
~~ . describes the purposes of the system - aof -

eocrds.

)

antifies the authority under which the

-—- id
system of records is to be maintained.
-~  provides the agency's evaluation of “+ha
pvonable or potential effect of such o?ouosal on the privacy
and oOther persona; 2r property rights of individuals or the

disclosure of information relating to such individuals and
its effect on the preservation of the constitutional
principle of federalism and separation of power," and

o . =~ - provides & brief- de;criptiof- of steps:
taken by ths acuﬂcy to minimize- the risk of unauthorized
‘access to the systen of records including -a 'discussion  of
‘higher- or lower risk alternatives which were- considered For
meating the requ*ﬁ;ﬁaan of the system. A more detailed
assassment of tha isks and specific administrative
t'.

¥y

chnical, procedﬂ”ahz and phy51ca' safeguards - establishad.
a'l.be avallange oP *equest. L ‘

'5‘ \’\‘

'narrative~. statement' should make - . referance,  as
oprla«e, to information in the supsorting documentation
12Y than restate such information. :

Wnere changes to computer installations, comounications
networks, or any other general changes in information
collection, handling, storage or dissemination are made
which affect multiple systems of records - a single
consolidated new system report may be gubml-ced, In such
cases, the narrative statement should address +the overall
privacy implications of the proposed change, identify all
systems of records affected by the change and briefly
describe any unigue dmpacts on any specific system of

(No. A-108)
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Sy

R
racords., Supporting Zocumentation, =s defined 'in  the
suksaguent paragr ohs, shall be pﬁovva 4 for each syate - of
racords. c

) ting Documentation - The following. .shall:
d to all naw systam reports: .. g

- (a) An‘advanub co EZ C the- -new -or - revised. .
20 notice  (consisten- - with tﬂd pro?isicns of 5 U.5.C.
2) (4)) which the agzncy proposes to publish for the nz
terad system(s). :For proposad alterations of existing.
5  the documentation should be provided in the same
m as the agency proposes to publish the public notice of
cLanges. If the agency proposes to sublish changes in
rm of a revision *o the public notice, a copy of the
ed notices of revision should be provided. If£ the
agancy plans to supersede the entire existing ‘notice,
changas from th= currently PUbllSFdd notice shall b=
hignllghted by under_ﬁnﬂng all new ox- v1sed portions.

)N H

wu
K

(b) - A= advance copy oF any . new xulnh
cpanggs to published rules (consistent with the provisio
of 5 U.s. 552a(e) (i1) and (f)) which the agency prOpOSd
. to  issue .ror the n dgorvaltered_syv“ﬂm.,..f no change:to =

existing rules are raquired for the proposed new or  altered
system, _the repcrt -shall  so *state.,vProposedjchanges to

L, HJ ~—

=N
AR

“jexlsWLPQ_ruTes.sha¢l be provided-in:a manner-similar to.that = -

(.cegcrmbed o the H"shem-notlcusr-rm

“uhtlng ‘forth +the raasons why the 3vysh

=m is to be exsmvied
from any specific provision, (consisient

: ki iliodv
with The pfav_s-uﬂp.

(c) fnn :dvance cOPY Of aﬂx;hproﬁosalf rutes

5. U.8.C. 552a(7; GM~(A))'i£"'thefu agancy. head:; Planam~eo= ;-”

invoke any exemptions for the new or'aLter 2d yatema

(3) Update of ade al Inventory 'qf Pprsonal Data
ystamg -~ OMB in cocpsration with ths fational Archives and
ecords Service is developing a perpatual inventory o6f ail

stems of records subject to the Act. The detailed plans
or this inventory are still being developed. . It ia
- anticipated, however, that agencies will be requasted +to
provide a simple report to facilitate maintenancz of the
. Federal inventory. This portion of the report on new
systems 1is not in effect until such time - as  further
instructions are issued. : B '

(No. A-108)
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C. Report Formatl.
(mn Uarratha §ﬁatement, No scandard format Thas
-establishad o the narrative ztatement. A,_u“-es
wu¢i presant the information requeszed in the rnost o s
faszhion possible.

- (2) Supporting Documentation. Tha format. of the
documentation shall,  whsre appiicanla, be CDnSlnt nEowiitn
the publication reguirsments establishad by +the Office O
the Fedsral Rﬁgl& t2r oI the General Je:7l:as-Adm1nlbt:1c;on-

(3) Update 2 Federal Invepro'v of Personal ‘Data
Svstems. Format being developed.

d. Distribution of Repoxrt. Two coples- of each naw
systems yreport shall oe submitted to =ach of the following:

(1} Spesakexr of the House.

(2) Presidant of the Senate.

o (2) The ?rivacy Protection Stu dy Commiﬁsion.‘duringﬁg
the periocd of its existence ‘as set forth in Section 5(g) ‘of
the Privacy Ack. _ o

e f4)Y Gffice-of H“ﬂacemenh and Budguu.

e. Timing. A raport on a proposed ‘new ” oxr ~altered
system o records shall be  submitted: ‘no later than the
following dates, vﬂ‘ﬂhever_ls earlisr: .

ection forms an a/ﬁr'lngtra0t1up3¢ e

A1) BizEv 5oy days beforﬁﬂ-jﬁym?iSS&

o
o]
(3
1

!
L0
.
i
Lo
1

(2) Sixty ‘DG) days befors any public issuance of a
Raguest for Proposal or an Invitation ~o Bid for computer
QHJ/OL communications systems oxr =zervices intended to
support the system of records. :

of +this fTransmnittal

- 3. Effective Date. The provisions
Memorandum are effactiva upon issuanca.

(Mo. A-108)
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i'i‘a __:\‘- oy A‘J. -L»..-J- IJ."CYLIL:L::
Memorandum  may be addx
Division, QOffice of Manag

b

Washington, D.C. 20503,

£l

2ssed  to the Information Systems
arpent and Budgai, \oom‘9002,» N£03,
alen hone 202 393~ I

<2
4._

S szs T.OLYNN L L

- DIRECTOR .

(o. A-108)
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| TRANSMITTAL SLIP | 1o .CT BI5
TO: pn/Pers/SP C/A P
/A4

ROOM NO. BUILDING

FROM:

ROOM NO. BUILDING EXTENSION
FORM NO 2 41 REPLACES FORM 36-8 ()]
1FEB 55 WHICH MAY BE USED.
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